Texas College Bridge and TX-RAMP

TX-RAMP Status

The Texas Risk and Authorization Management Program (TX-RAMP) does not apply to Texas College Bridge.
This determination is based on the nature and functionality of the EdReady application that powers TCB and was
confirmed by the authorized state agency responsible for the TX-RAMP program, Texas Cyber Command.

Because TCB is out of scope, NROC and TCB do not require TX-RAMP certification, and there is no TX-RAMP
certification pathway applicable to the platform.

Why Texas College Bridge Is Out of Scope

There are several factors that establish the platform's TX-RAMP status:

Texas College Bridge is a web application

EdReady, the application that powers TCB, is classified as a web application, rather than a cloud computing service
(CCS) or software-as-a-service (SaaS) platform as defined by the TX-RAMP Program Manual. TX-RAMP applies to
cloud computing services; web applications such as EdReady are not within its scope on that basis.

No read/write access to institutional systems

Texas College Bridge does not have read/write access to external institutional systems. Any technical integrations with
institutional systems do not change institutional permissions or give TCB the ability to access, modify, or manage
institutional data.

Low-impact information resource

Texas Cyber Command determined that EdReady is a low-impact information resource that does not process or
store confidential state-controlled data beyond what is needed for login capability, or that processes and stores only a
negligible quantity and/or quality of such data.

Security and Data Privacy
Although TCB is out of scope for TX-RAMP, NROC maintains robust security and data-privacy practices.

NROC and the EdReady application maintain SOC 2 Type 2 security compliance and support the Texas-approved
Texas Student Data Privacy Agreement (TX-NDPA v1r6). These controls provide important protections for the
security and privacy of student and institutional information.

Questions About TX-RAMP
For questions regarding the applicability of TX-RAMP to Texas College Bridge or EdReady, institutions may contact:

Mark Castillo

Cybersecurity Analyst

Texas Cyber Command
mark.castillo@TXCC.texas.gov

Mark Castillo serves as a TX-RAMP authority for the state and can provide guidance regarding TX-RAMP applicability
and compliance.
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